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Disclaimer

The information contained in this user manual is provided solely for informational and guidance
purposes only. User should, conduct his/her own independent investigations and analysis and is
free to check the accuracy, reliability and completeness of the information in this document.
Finance Data Center, Directorate of Treasuries, Pension and Entitlements, Department of
Finance, Govt. of Uttarakhand shall incur no liability under any law, statute, rules or regulations
as to the accuracy, reliability or completeness of information contained in this user manual.
Users are advised to refer relevant Government Orders, Financial Handbooks, and Budget
Manuals etc. before making any payment through the system. In case any inaccuracies are
spotted, users of this manual are requested to inform Finance Data Center by shooting an email
to
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List of Abbreviations

. CTS- Core Treasury System

. DDO- Drawing and Disbursing Officer

. EMP- Employee

. GOV- Government

. IFMS- Integrated Finance Management System
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LPC- Last Pay Certificate

. MOB- Mobile
. OTP- One Time Password

. PDF- Portable Document Format

10. PPO- Pension Pay Order

11. UIDAIS- The Unique Identification Authority of India
12. UK- Uttarakhand

13. URL- Uniform Resource Locator

14. VID- Virtual ID

&IFMS

oot Utrakhand

Directorate Treasuries, Pension and Entitlement
23, Laxmi Road Dalanwala, Dehradun.

3



E- Sign User Manual QIS

1. Introduction

An electronic signature, or e-signature, refers to data in electronic form, which is logically
associated with other data in electronic form and which is used by the signatory to sign. This
type of signature provides the same legal standing as a handwritten signature as long as it
adheres to the requirements of the specific regulation under which it was created. E-Sign is
an online electronic signature service that can facilitate an Aadhaar holder to digitally sign a
document. An Aadhaar holder can now sign a document after Biometric/One Time Password
authentication thus requiring no paper-based application form or documents. The User Manual
contains all essential information for the users so that they can make full use of the IFMS
software. This manual includes a description of the module functions and capabilities,
contingencies and alternate modes of operation, and step-by-step procedures for module
access and use. For better understanding of the users, graphics has been used wherever
possible in this manual.

1.1 Purpose of this document

This document is a generic user guide document for using E- Sign and has all the details
regarding E-Sign which is helpful for employees. This document expresses all the working of
the module in very simple manner, so that whosoever goes through this piece of document
finds it interesting and convenient to work with the software.

1.2 Scope

This user manual is intended to be used by all the treasuries of Uttarakhand. Separate user
manuals have been/are being prepared for other aspects of IFMS software. This user manual
is intended to be used by treasury staff.

1.3 Points of Contact

To help the users working on IFMS software, Finance Data Center operates a help line number
08899890000, which may be used by the users for their queries and issues. Users may
contact help-desk officials anytime between 9 AM to 8 PM during weekdays (i.e. Monday to
Saturday) and between 10 PM to 6 PM during holidays.

2. Overview of E- Sign

An electronic signature is intended to provide a secure and accurate identification method for
the signatory to provide a seamless transaction. An eSignature means you can sign your
document without printing, scanning, or faxing. Just open the document and drop your
signature. Then, continue further process. It is easier, faster, and less expensive than signing
with a pen. Today, you can sign with a digital signature from government documents. All you
need is an internet-connected device. Then, no matter where you are, you can return a
document in minutes.

1. The signatory can be uniquely identified and linked to the signature

Directorate Treasuries, Pension and Entitlement
23, Laxmi Road Dalanwala, Dehradun.
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2. The signatory must have sole control of the private key that was used to create the
electronic signature

3. The signature must be capable of identifying if its accompanying data has been
tampered with after the message was sighed

4. In the event that the accompanying data has been changed, the signature must be
invalidated

Features of E-Sign

Easy and secure way to digitally sign document anywhere, anytime
Facilitates legally valid signatures

Flexible and easy to implement

Privacy of the signer is maintained

Secure online service is used

Immediate destruction of keys after usage

Benefits of E-Sign

Promotes paperless environment

No hassles of key storage and key protection concerns
User Convenience

Integrity with complete Audit trail

Saves cost and time

3. Instructions

3.1 General instructions

Core Treasury System is web-based software; hence it can be accessed using web browser.
Following are some of the prerequisites to have best experience of working on the Core
Treasury System:

1. Computer System - Desktop/Laptop
2. Operating system - Windows 7/8/10/
3. Browser - Chrome Version 79.0.3945.117 (Official Build) (64-bit)

4. Connectivity - 2 mbps and more
3.2 User id and Password

To work on Core Treasury System software the user needs to have an active user id and
password. User id, in software, is employee code/mobile number/Aadhar number of the
employee. User needs to change his/her default password after login. Password gets expired
every 3 months; therefore, to protect his account user is advised to change his/her password
regularly. In case the employee forgets his password then he/she may reset it using forgot

Directorate Treasuries, Pension and Entitlement
23, Laxmi Road Dalanwala, Dehradun.

5


https://en.wikipedia.org/wiki/Public-key_cryptography

E- Sign User Manual QIS

password link provided on the home page of the software. To reset the password, user must
know his/her employee code and mobile number. In case user has forgotten his/her mobile
number or employee code then he/she must contact his DDO to get it. DDOs have been given
access to their employee’s data in employee master. The password gets locked after 5
unsuccessful attempts. In such cases user should contact finance data center with application
with their signature and corresponding id proof for resetting the password.

3.3 Single Sign On

CTS provide single sign on facility which means any treasury employee of Government of
Uttarakhand may login using his/her employee code and all his/her roles gets reflected on his
dashboard. He/ She do not require a new id, in case of change in his/her role.

3.4 Automatic handling of change of role and place

Transfers and promotions are routine in Government organizations, therefore to make the
working on software smooth, all the roles of the employees have been mapped with user’s
user ids. On transfer LPC is issued, once the LPC is accepted in new department, treasury
officers need to contact Finance Data Center for making changes in their roles.

3.5 Cyber Security

CTS is a web-based application hence exposed to Phishing/Vishing and other kind of cyber
threats. Therefore, users are advised to use good antivirus software in their PC and never
share their password over the email, WhatsApp, sms or over the phone. User is solely
responsible for misuse of their user id’s and password.

4, Description and Steps

4.1. How to access the CTS Software

CTS software can be accessed by using URL http://10.66.21.153/ . Any internet browser (i.e.
Chrome, Internet Explorer, Firefox, etc.) can be used for operating the software but it works
well in Chrome version 79.0.3945.117 (Official Build) (64-bit) or higher.

4.2 Logging-onto the Web Application

To log-in, user needs to enter the Login id, password and click on the “Login” button. The
login ID and password will be provided to the users by the Finance Data Centre.

4.3 Components of E-Sign
E-Sign module has following 3 components:

1. Create Virtual ID: For E-signing the document it is mandatory for user to have virtual id
which is 16-digit random number, which together with biometrics of the user gives limited
details such as name, address and photograph - enough for any verification.

Directorate Treasuries, Pension and Entitlement
23, Laxmi Road Dalanwala, Dehradun.
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2. E-Sign Document: Once the user has virtual id, he/she can e-sign the document.

3. Validate Signature: When you have received a signed document, you may want to validate
its signature(s) to verify the signer and the signed content.

Let us learn how the treasury officers can E-Sign the document:

Execution steps for E-sign: Create virtual ID-> E-sign the document—> Validate Signature

4.4.1 Virtual Id
What is Virtual ID?

VID is a temporary, revocable 16-digit random number mapped with the Aadhaar number
which together with biometrics of the user gives limited details such as name, address and
photograph - enough for any verification. VID can be used in lieu of Aadhaar number
whenever authentication or e-KYC services are performed. Authentication may be
performed using VID in a manner similar to using Aadhaar number. It is not possible to
derive Aadhaar number from VID.

How to generate Virtual ID?

Presently, VID generation facility is available on UIDAI's resident portal. Below is step by
step guide for generating virtual id

1. Go to https://resident.uidai.gov.in/vid-generation. User is directed to the home that
is attached below,

Wy Unique Identification Authority of India
%4y Government of India

b
AADHAAR

My Aadhaar v About UIDAI v  Ecosystem v Media & Resources v  Contact & Support ~

My Aadhaar > Aadhaar Services > Virtual ID (VID) Generator

Generate / Retrieve Virtual ID (® Frequently Asked Questions
VID is a temporary, revocable 16-digit random number mapped with the Aadhaar number. VID can be used in lieu
of Aadhaar numb:

rformed

henever authentication or e-KYC services are performed. Authentication may be

using VID in a manner similar to using Aadhaar number. It is not possible to derive Aadhaar number from VID. Use Aadhaar Freely

Create or retrieve lost / forgotten a 16 digit Virtual ID for your Aadhaar.

E-Aadhaar ¥
Enter 12 digit Aadhaar number (UID)

mAadhaar FAQs i
Aadhaar Number * @ im
12 Digit UID (1234/1234/1234) s

Aadhaar Paperless Offline e-kyc

View All

Captcha Verification * @ AN

Type the character you see in the picture. AADHAAR
i The new =

g mhschr e

Fig-01
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2. Enter Aadhaar Number & Security Code Instructions in the home page that is attached
above Fig-01 to create Virtual ID. Further click on Send OTP button provided on the screen as

shown in the image below;

v

o Uttarakhand

My Aadhaar > Aadhaar Services > Virtual ID (VID) Generator

Generate / Retrieve Virtual ID

VID is a temporary, revocable 16-digit random number mapped with the Aadhaar number. VID can be used in lieu
of Aadhaar number whenever authentication or e-KYC services are performed. Authentication may be performed
using VID in a manner similar to using Aadhaar number. It is not possible to derive Aadhaar number from VID.

Create or retrieve lost / forgotten a 16 digit Virtual ID for your Aadhaar.

Enter 12 digit Aadhaar number (UID)

Aadhaar Number * © im
12 Digit UID (1234/1234/1234)

50702060307 &®

Captcha Verification * @

Type the character you see in the picture.

fkd4ch

Send OTP Or Enter TOTP

Fig-02

3. Further on the drop down few fields will add up for entering OTP. Enter the
OTP received on registered mobile number, select Generate VID & Click on Submit as

shown in the image below;

Generate / Retrieve Virtual ID

VID is a temporary. revocable 16-digit random number mapped with the Aadhaar number. VID can be used in lieu
of Aadhaar number whenever authentication or e-KYC services are performed. Authentication may be performed
using VID in a manner similar to using Aadhaar number. It is not possible to derive Aadhaar number from VID.

Create or retrieve lost / forgotten a 16 digit Virtual ID for your Aadhaar.

Enter 12 digit Aadhaar number (UID)

Aadhaar Number =~ & am
12 Digit UID (1234/1234/1234)

Send OTP Or Enter TOTP

Enter OTP/TOTP * &
Please enter 6 digit OTP or 8 digit TOTP.

T2 23771

Generate/Retrieve VID = ©

@ Generate VID (O Retrieve VID

Generate

Fig-03

Directorate Treasuries, Pension and Entitlement
23, Laxmi Road Dalanwala, Dehradun.

8



E- Sign User Manual Qe

" Uttarakhand
o

4. VID will be generated upon successful OTP verification & will be sent on mobile number
registered with Aadhaar.

[Generate / Retrieve Virtual 1D
Your Virtual ID (VID) is sent to your registered Mobile number

INn case you have changed your mobile number or you wish to change the registered Email you are
required to get it updated in your Aadhaar as soon as possible.

Locate an Enrollment Center

Generate Another VID Or Go to My Aadhaar

Fig-04

4.4.2 E-Sign
For now, document E-sign facility is provided for account submission and PPO approval at
treasury. We will discuss both the process separately.

Example 1: E-signing account submission document.

Note: For E-signing the account submission document at officer level it is mandatory
to approve account by other two levels i.e. operator and supervisor otherwise the
option of E-signing will not appear at officer levels.

e Initial step is to generate reports at operator level (account-> payments/
receipt-> select reports individually-> select time period— generate report)

e Second step is account submission at operator and supervisor end (account—>
account submission—> select financial year and batch id i.e. the month of which
the account is to be submitted— approve)

1. At the officer level user is given the power to e-sign the document. On clicking
account submission tab user is directed to the page shown below, page contains
various options like E-sign, view E-sign logs, view document as can be seen.

Acpaumls Submissizn

Firancial Year -1 | Bakck IO Month : Jen-000 Sabus - PEMSING WITH TO OFRCER hd
5L Fepart Kame Arszent Type Arpo Status Last Proxessed By Last Paocessed On
1 -lan‘iﬁlw'. I -i-rn-.mmz: maitng: E-Signing _EIJIIT -H{lf'mﬂﬂlﬁ
L Schedule Tola » Ferart aeoceised. asaibing E-Sigring LT 3500 2000 1800& 31

@ Withdrawchvance Bills P FE237 M et prodessed
i Lt of Payrenis F Fmart nat yed procsssed
E -I.E-"E".u..% I -F=:\7‘.'=rﬂmm
E -P:'i:hqx -! -i:w‘.u'-'.rdptwmd
¥ 58 Fpart I Fmpart gt pet processed
B Schedule Toh L Feaort 25 yet processed
& Loan Schedile & Frpart gt pt prooessed
3 Cas oozt IC ez et processed
1 -Hn:.-.-p.-PF Ot Chass -a -I!at—_ 237 et provessed
1 597 Cazh Ceatt L] RE3371 3 et processed
13 | 500 Amount Fead Wise ] Fmnart ot et provessed
M -m—-SPFdB:niéwz -i -Ez”'.ﬂdﬂm
[ T — I | —
35 GPF Schediple: ] Fmaart ngt yet progessed.
17 G Schesule- N5 2 Feaort aat pet processed.

Achon Approws ~ | Rerark
e b e et i e m

Fig-05
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On clicking E-Sign button user is directed to next page where user has to enter
employee code fill in all the required fields, select OTP or biometric, like we have
opted OTP as can be seen in the image below, click on the declaration and finally
after filling all the fields click on proceed button provided at the bottom of the page

as can be seen.

Digitally Sign Documents - eHastakshar

Employee Code 61007 Emgioyes Name Mr Shiv Lal Shah
Treasury v Batch BTransaction ID ACS: 1200 MON 20200600011
Acthantication Mode sorp Bometric

V] hareby state that | haee no cbjection in authanticatiog myself with Aadhaae based authentication system and consent to providing my Asdhaar number aad One Time #in (OTP| data for Asdhaar based
authenticabion. | understand that the OTP | prowide for authenticabion shal be used only for authenticating my ideatity through the Aadhaar Authentication system 2ad for obtaining my &-KYC through

Aadhaar e-KYC service anly for the purpose of esipning

Note : %ouw

be rediracted to an external URL for 3adhaar authentication

—

Proceed

Fig-06

On clicking proceed button user is directed to next page that is attached
below, here user has to enter his/her virtual id.

Note: for E-signing the document user must have virtual id, generation of which
is discussed in point number 4.4.1 Virtual Id. Also if one has not generated virtual
id from before user has been given the link to generate virtual here itself under
the button named get virtual id.

User has to enter the id that is generated like we have entered as can be seen. After
entering VID click on get OTP button.

?‘%! Hw
v = Digital India coNC
il niry of B ecironios: and Power To Empower f,,;::::;[:gz?"m::ém

Infarmation Technalogy
Govammant of India

You are currently using C-DAC eSign Service and have been redirected from

=y Hastakshar ros
Skt
c.onc' stign Bt

Aadhaar Based e-Authentication

L | 019I3ecHCecTe0

Get Virtual ID
= Enter Your Aadhaar OTP

View Document Information

Fig-07

Directorate Treasuries, Pension and Entitlement
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4. On clicking get OTP button user will receive OTP in his/ her registered mobile number.
Enter the OTP received in the provided column, click on the declaration and finally
click on the submit button provided on the bottom of the page.

Note: At times user might not receive OTP on due time might be because of network
issue for that purpose user is provided with resend OTP button on the screen.

= > Digital India CoOAC
Ministry of Electronies and Power To Empawer Contro for Development of
iy ot Elscrries e bt

Govemmant of India

You are currently using C-DAC eSign Service and have been redirected from

=y, Hastakshar
Skt
C-ACra ign Sarvice

Aadhaar Based e-Authentication

2 019138385057030
Get Virtual ID
&

| have read and provide my consent
View Document Information

Fig-08

5. After clicking on submit button we can see that the status of report in account
submission page is changed from report processed, waiting for e-signing to “Report
Digitally Signed”, as can be seen in the image below.

Accounts Submission

Financial Year ‘ 0201 V| BatchID: | Month : Jun-2020 Status : PENDING WITH TO OFFICER V‘
SLNo. Report Name Account Type Report Status Last Processed By Last Processed On ESign View Document View Log
1 |Kakha Report p 51007 1072020130155 ESgnDocument  [ViewDocument  |View ESign logs
1 |Schedule Total P Report processed, awaiting E-Signing 61007 18-07-2020 19:04:31 E-5ign Document View Document View E-Sign Logs
3. | GPFWithdrawl/Advance 8ills P Report not yet processed. £-3ign Document View Document View E-Sign Logs
4| List of Payments p Report not yet processed. E-Sign Document View Document View E-Sign Logs
5 |LOPEnclosure Il p Report not yet processed. E-Sign Document View Document View E-Sign Logs
6. |Paid Cheque p Report not yet processed. E-Sign Document View Document View E-Sign Logs
7. |GARepart R Report not yet processed. E-5ign Document View Document View £-5ign Logs
B |Schedule Total R Report not yet processed. E-Sign Document View Document View E-Sign Logs
9 |Loan Schedule R Report not yet processed. E-Sign Document View Document View E-Sign Logs
10. | Cash Account R Report not yet processed. E-Sign Document View Document View E-Sign Logs
11| Headwisw GPF Oth. Class IV R Report not yet processed. E-5ign Document View Document View E-Sign Logs
12 |GPF Cash Deposit R Report not yet processed. E-5ign Document View Document View £-5ign Logs
13 |7610 Account Head Wise R Report not yet processed. E-5ign Document View Document View E-Sign Logs
14. | B009 - GPF Headwise Receipt R Report not yet processed. E-Sign Document View Document View E-Sign Logs
15. | B011- GIS Heaowise Recsipt R Report not yet processed. E-Sign Document View Document View E-Sign Logs
16, | GPFSchedule R Report not yet processed. £-5ign Document View Document View E-Sign Logs
17 |GPSSchedule - AlS R Report not yet processed. E-Sign Document View Document View E-Sign Logs

Fig-09
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6. On the same page we can see that the user is provided with view E-sign logs button.

Firngial e - +| EakchiDz Mankth - fue- X0 Sintus - PENDING WITH 70 OF -
sl Fapor Kame: Last
| Jroita epat = |ssaramniaorss

1 |Schedue ot ENOIT 1407220 19005 31
T Tr—. | |

4 Listol Rymerts
1 ioeEsdosune s | |

£ Fwd Chagus

T |GAReport
& ctetderon | [

H Loan Schedule
[ | casm et |
18, |Headwiza GPF O Class v
|12 e cashpesont
15 | 350) Acount Hesd Wise
|1 |50~ GoF Hendwise ensit
15 | BOUL- IS eachaiie Rrceipt
|15 |oorschesue
|17 GPschetule . 45
E-Signing Logs for Beport - Ka-Kha Beport

S, Balrh I Fegueited By Ve I tas Felerence 1D
i _m:mum-:u:nce:oc;: _fﬂDC-! _mu-!pm—n:::m!-u'.uss-:: _L::mhyi:ﬁ _Ehmmxmt

Fig-10

7. On clicking view E-sign logs button user is able to view the document that was
digitally signed earlier. As we can see that at the top of the document it is
written signature not verified, in order to validate signature kindly refer to
4.4.3 Validate Signature

Signature erified
Treasury : 0100-Dehradun INTEGRATED FINANCIAL MANAGEMENT, GOVERNMENT OF UTTARAKHAND gg‘ﬂ:? cidy H0mb 10:43:29
VITTIYA NIYAM SANGRAH KHAND PANCH(2) PRASTAR-444 Locaion: Detvadun ik ry
PRAPATRA SANKHYA 47 : VYAY POSTING PANJIIKA-KHA) - Ju-2020 Dateend Tove: 1407 40 16:2055
MAJOR HEAD :: 0030-STAMP AND REGISTRATION FEES
Voucher No. Head Code Cheque Gross GPF Loans Interest Income Tax/NPS Works Transfer Other Det.
DDO Code Sch.Name Cheque Total Ded.
DDO Name Net Amount
Date :: 04-JUL-2020
BOO300001 0030021020200 809398 Savings 0 Class IV 0 HBA 0 HBA 0 Income Tax 20723 Royalty 0 Vehicle Amt 0
4275 0030021020200- 20723 Insurance 0 Class Il 0 HBR 0 HBR 0 NPS Amt 0 Royatty Mines 0 HRR Amt 0
Treasury : 0100 - Voled 788675 AIS 0 AIS 0 Motor Amt 0 Motor Amt 0 Labour Amt 0 RTI Amt 0
P:z"g?%'ni'?o Name Judges 0 CarLoan 0 Car Amt 0 Ex Duty Amt 0 Heatth Amt 0
Treasury Officer Cycle Loan 0 Cycle Amt 0 Stap Duty Amt 0 Dept Rec Amt 0
Detradin MLA Adv 0 MLAAmE 0 Testing 0 Jail Amt 0
Charges
AlS HBA 0 AIS HBA 0 MLA HBA Amt 0
Daily Total (04-JUL-2020) : 809398 Savings 0 Class IV 0 HBA 0 HBA 0 Income Tax 20723 Royalty 0 Vehicle Amt 0
20723 Insurance 0 Class Il 0 HBR 0 HBR 0 NPS Amt 0 Royalty Mines 0 HRR Amt 0
788675 AIS 0 A8 0 Moter Amt 0 Motor Amt 0 Labour Amt 0 RTI Amt 0
Judges 0 Car Loan 0 Car Amt 0 Ex Duty Amt 0 Health Amt 'JL
Cycle Loan 0 Cycle Amt 0 Stap Duty Amt 0 Dept Rec Amt ar
MLA Adv 0 MLA Amt 0 Testing 0 Jall Amt i
Charges
AIS HBA 0 AIS HEA 0 MLA HBA Amt i
Month Total (0030) : 809396 Savings 0 Class IV 0 HBA 0 HBA 0 Income Tax 20723 Royalty 0 Vehicie Amt +
20723 Insurance 0 Class Il 0 HBR 0 HBR 0 NPS Amt 0 Royalty Mines 0 HRR Amt 1
TB8675 AIS 0 AIS 0 Motor Amt 0 Motor Amt 0 Labour Amt 0 RTI Amt :
Judges 0 CarLoan 0 Car Amt 0 Ex Duty Amt 0 Health Amt -
Cycle Loan 0 Cycle Amt 0 Stap Duty Amt 0 Dept Rec Amt 0
MLA Adv 0 MLA Amt 0 Testing 0 Jall Amt 0
Charges

Fig-11
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8. After all the reports are digitally signed as can be seen in the image below that status
of all the 18 reports is “Report Digitally Signed”, approve the reports.
As can be seen in the image below that user is provided with approve option, select
approve as action, enter remark and click on save button.

HOME  SUPPORT» GPFv BILISPASSING + PAIROLL+ PENSION+ EPNYMENTS»  ACCOUNTS+  UPDATION+  MASTERS »
Actounts Submission
Frznci e a1 v EatchiD Month

sk, Report Name Atcount Type: Repart Status Last Processed By Last Protessed On View Document
L |KakhaRzoot P Aeport digitally signed. 55002498 19-08-2000 122351

2 |scheduleTotal E Report digitlly sgned. ATFS0313MI0T 16082000 174553

3. |GPFWithdruiadvance 5ils F Report dgitally sened. ZTI0313M207 06:05-2000 16:55:08

4. |7630-Abstract P Aeport digitally signed. AZ720313MD0207 06-08-2020 190053

5 |listofPayments P Report digitlly sgned 650035 1B05-20001405:20

5 |10PEndasire F Report dgitally sened. TB13M207 06:08-2000 190121

7. Faidthesue F Report digially sgned 50348 18082000 122027

B GAReport R Report digitlly sgned TS0 608172572

9. |ScheduieTotal R Report digitally sSigned. ATT1EMIN20T 0608200174535

0. |Loen Scheduie R Report cigitlly sgred. 4TTS0313MI0213 6082000202013

11| Cash Account R Report digitlly sgned ATTB0313ME 18082000 14310

12. | Headuwisw GPF Oth. Class I R Aeport digitally signed. AZ70313MD0207 0708200 151538

13 GPF Cash Depost i Report cigitlly sgred. ATTS0313MI2ES 18052020 145135

14, | 7610 tcmmunt Head Wise: R Report digitlly sgred AT 3MI0T 18052000 142550

15 i Report digitally sgned. 4270313M2LS 19082000 144525

16 " Report cigitlly sgned. 4TTS0313MI0213 15052000 144852

1. GPEschegile R Report dgitlly sened. TN 19082000 145300

18 |GPs Schedule - A5 R Aeport digitally signed. AZTI0313M2IE 19082000 145585

acton= v Remariss [azaron

Fig-12

9. On clicking save button pop up message is generated on the screen, with the message
“SUCCESS: ACCOUNTS APPORVED”. Once the account is approved all the reports
treasury wise starts reflecting in AG login, also the account report gets locked.

HOME SFPORT+ GPFe BLSPASSNG+ PAOL~ PENSON+ EPAVENTS+ ALCOUNTS= UPDATION= MASTES+

FracAVr-  uon v smD: Fics
slio. feporifame Ao Type Report Sz Lo Processed By
L tefRgn : Reowrt o, awEtrg S5 simuE
2 |soedieTod : Reourtdgiy sged. EEEVRT
i oWl : Reourtdgialy sgred EEEVRT
4 |F-Ase : Reourtdgiy sged. EEEVRT
5 |damet : Reourtdgialy sgred i
3 : Reourtdgiy sged. EEEVRT
z : Reourtdgialy sgred simuE
L 2 Reourtdgiy sged. EEEVRT
s 2 Reourtdgialy sgred EEEVRT
n 2 Reourtdgiy sged. EEEVS
m 2 Reourtdgialy sgred AEEEV
i3 : 2 Reourt gy st EEEVRT
|G Depasi 2 Reourtdgialy sgred AEEEV
18 760 Ao Head Wi 2 Reourtdgiy sged. EEEVRT
1S BS- G e et B Regurt ity e ATREBVOES
16 BON1-GS Hesdee it g Regrt iy e TREEVOTS
7 |G scedde B Regurt ity e ATREBVOES
B S-S g Regrt iy e TREEVOTS

Fig-13

10. Account gets locked means user further cannot generate any report of the month
whose account has been approved and sent to AG. User can only download the e-
signed report for going through the document.

Directorate Treasuries, Pension and Entitlement
23, Laxmi Road Dalanwala, Dehradun.
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e As can be seen on the image attached below, on clicking generate button
(account—> payments/ receipt—> select reports individually> select time period—
generate report) pop up message appears on the screen with the message “Account for
this month is locked. Cannot process report.”

Here we have already e-signed the account reports of July, 2020 therefore on
generating reports again this message pops up.

HOME

Ka Kha Report

SUPPORT~ GPF~ BILLSPASSING + PAYROLL~ PENSION » E-PAYMENTS + ACCOUNTS » UPDATION »  MASTERS +

From Date 01-JUL-2020 To Date 31-JUL-2020

Major Head Code

Account for this month is locked. Cannot process report.

Close

Fig-14

o As can be seen on the image attached below, user can access only e-
signed report (account-> account submission-> select financial year and batch id i.e.
the month of which the account report is to be accessed— fetch the report-> click on
view document)

Signature val
Treasury - 0100-Dehradun INTEGRATED FINANCIAL MANAGEMENT, GOVERNMENT OF UTTARAKHAND Diital < M 00 10:43:2!
VITTIYA NIYAM SANGRAH KHAND PANCH(2) PRASTAR444 Locagarr Debrach
Date and Tire: 14 16:2055
PRAPATRA SANKHYA 47 = VYAY POSTING PANJIKAKHA) = Jul-2020
MAJDR HEAD - 0030-STAMP AND REGISTRATION FEES
Voucher Mo Head Code Cheque Gross Gis GeF Loans. Interest Income TagNAS Works Transter Otner Dat
DDO Code Seh.Name Cheque Total Ded.
DDO Name Nt Ampunt
Date = 04-JUL-2020
500300001 0030021020200 303355 Savings 0 Class IV 0 HBA 0 HEA U incomeTax 20723 Royalhy 0 Vehicie Amt []
4275 0030021020200 20723 Insurance 0 Ciass Il 0 HER 0 HER 0 NPS AME U Royaly Mines 0 HAR Amt ]
Treasury - 0100-  Vted TEIETS AIS 04 0 Motor Amt 0 Motor Amt ] Labour Amt 0 RTI Amt ]
Dy DR0 Name Judges 0 carLoan 0 carAmt ) Ex Duty Amt 0 Health Amt 0
Treasu Cycée Loan 0 Cyce Amt ] Stap Duty Amt 0 Dspt RecAmt ]
mefradin MLA Ay 0 MLA AME ] Testng 0 Jal Amt ]
Charges
A5 HEA 0 AISHBA ] MLA HEA Amt 0
Dally Total (04-JUL-2020) - 309355 Savings 0 Class IV 0 HBA 0 HEA UincomeTax 20723 Royalty 0 Vehicie Amt []
20723 Insurance 0 Ciass Il 0 HER 0 HER 0 NPS AME U Royaly Mines 0 HAR Amt ]
TEIETS AIS 04 0 Motor Amt 0 Motor Amt ] Labour Amt 0 RTI Amt ]
Judges 0 Carloan 0 CarAmt ] Ex Duty Amt 0 Heath Amt ]
Cycée Loan 0 Cyce Amt ] Stap Duty Amt 0 Dspt RecAmt ]
MLA Adv 0 MLA AmE ] Tesing 0 Jall Amt ]
Charges
A5 HBA 0 AISHEA o MLA HBA Amt o
Wonth Total (0030 : 303355 Savings 0 Class IV 0 HBA 0 HEA U incomeTax 20723 Royalhty 0 Vehicie Amt []
20723 Insurance 0 Ciass Il 0 HER 0 HER 0 NPS AME U Royaly Mines 0 HAR Amt ]
TEIETS AIS 04 0 Motor Amt 0 Motor Amt ] Labour Amt 0 RTI Amt ]
Judges 0 Carloan 0 CarAmt ] Ex Duty Amt 0 Heath Amt ]
Cycée Loan 0 Cyce Amt ] Stap Duty Amt 0 Dspt RecAmt ]
MLA Adv 0 MLA AmE ] Testing 0 Jall Amt ]
ChargEs
A5 HBA 0 AISHEA o MLA HBA Amt o
Prepared By ..o Checked By Signature Of The Treasury Officer.................
Signature Signature Treasury Officer

Fig-15

Directorate Treasuries, Pension and Entitlement
23, Laxmi Road Dalanwala, Dehradun.
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Example 2: E-signing PPO document.

Note: For E-signing the PPO at officer level of sanction treasury it is mandatory to
approve PPO from other two levels i.e. operator and supervisor otherwise the option
of E-signing will not appear at officer levels.
e Initial step is to approve PPO at operator and supervisor level (pension->
pension sanction (sanction treasury)-> PPO approval)
1. At the officer end user is given the power to e-sign the document. User can access PPO
E-sign option at the officer end of sanction treasury as shown in the image below
(Pension-> Pension Sanction-> PPO E-sign).

HOME  SUPPORT » GPF =  BILLS PASSING =  PAYROLL »  PENSION =  E-PAYMENTS +  ACCOUNTS »+  UPDATION +  MASTERS =

PPO Approval
PPO E-Sign

v | P 016 Pen:
R

Transactions passed on

s PRO A

s
d 109 of

P Master (Admin)

£3. All withdrawal distribu|  PPO Return it
employees who are related to their Installanan are concerned with the
NPA..

wvEd. All withdrawal distribution officers have to be informed that
through hole transfer option in IF MS..,

£5. All heads have to be informed that the budget option at the
OSH level Is a budget adjustment option...

6. All withdrawal distributi
nandate no. 132/2009 15 ta |

rs have to be apprised that

Fig-16

2. User is directed to the page attached below which consist of document that needs to
be signed. Click on the select button provided on the page.

S.No. | Case Type Emp Code Batch id Name DDO Code Designation Pension Category Select
1. PENSION 0400386 UK/13/31052020/34825 Mr Laxman Singh 2298 Block Extension Officer ol Select
2. PENSION 261544837325 UK/13/31012013/34811 Mr jagdish chandra pandey 9503 TECHNICAL GRADE-1 o3 Select
3. PENSION 401819237747 UK/13/30112013/34824 Mr HARPAL SINGH 8503 TECHNICAL GRADE-1 o2 Select
4. PENSION 585739040135 UK/13/31052020/34822 Mr NARENDRA CHAND 3903 TECHNICAL GRADE-2 (LINE MAN) o3 Select
5. PENSION 743558642825 UK/13/31032020/34812 Mr R P chaudhary 3903 OFFICE ASSISTANT-I1 o3 Select
6. PENSION 984065376720 UK/13/31052020/34823 Mr GOVIND ballabh Joshi 9903 TECHNICAL GRADE-2 {LINE MAN) o3 Select

Fig-17

3. On clicking select button user is directed to the page attached below which consist of
various option like view PPO, Proceed to E-sign and back. Here we will click on
Proceed to E-sign button.

PPO ESign

Emp Code 0400386 Emp Name Mr Laxman Singh
PPO NO UK/13/31052020/34825
Remarks: E-Sign Status: File not Signed Yet.

View PPO Proceed to E-Sign

E-Signing Requests

S.No. Batch ID Requested By |slatus ‘Reference ] Download Signed File

Fig-18

Directorate Treasuries, Pension and Entitlement
23, Laxmi Road Dalanwala, Dehradun.
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4. On clicking proceed to E-Sign button user is directed to next page where user has to
enter employee code fill in all the required fields, select OTP or biometric, like we
have opted OTP as can be seen in the image below, click on the declaration and finally
after filling all the fields click on proceed button provided at the bottom of the page
as can be seen.

HOME  SUPPORT~ GPFv BILLSPASSING+ PAYROLL+ PENSION v  EPAYMENTS +  ACCOUNTS+  UPDATION v  MASTERS v

Digitally Sign Documents - eHastakshar

Employee Code: 00 Employee Name : Invald £
Treasury: v| Batch0/Transaction D: UK/13/31032020/34108
Authentication Mode : wor Biomeric

I hereby stae that | have no oection in authentiating myselfwith Aadhaar based authentication ystem and consent:to prowiding my Aachaar number and Gne Time Pin (OTP) detafor Aadhaar based authenticaton, | understand thetthe OTP provide for
uthenication shell be used onlyfor authenicating my identity hrough the Aachaar Authentiafion system and for obtaiing my e-KYC through Aadhaar e senvice onlyfo the purpose of esiging,

ote: You wil b redirected to an external URL for aaohaar authenfication.

Fig-19

5. On clicking proceed button user is directed to next page that is attached below, here
user has to enter virtual id.
Note: for E-signing the document user must have virtual id, generation of which is
discussed above, also if one has not generated virtual id from before user has been
given the link to generate virtual here itself under the button named get virtual id.
User has to enter the id that is generated like we have entered as can be seen. After
entering VID click on get OTP button.

N SH
Ligttal Indla : oot

You are currently using C-DAC eSign Service and have been redirected from

@ \fpptdkshar (o
C-DAG's eign Bervice

Aadhaar Based e-Authentication

2 | 0101 9305:0:70:9
Get Virtual 1D

View Document Information

Fig-20

Directorate Treasuries, Pension and Entitlement
23, Laxmi Road Dalanwala, Dehradun.
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On clicking get OTP button user will receive OTP in his/ her registered mobile number.
Enter the OTP received in the provided column, click on the declaration and finally
click on the submit button provided on the bottom of the page.

Note: User might be due to network issue is unable to receive OTP for which user can
use the button provided on the screen i.e. resend OTP button.

@ Digital India
Power To Empower

You are currently using C-DAC eSign Service and have been redirected from

@:‘Has‘éksé?laia/
C-DAC's 6Sign Service

Aadhaar Based e-Authentication

2 ©19i130ceces 7029

Get Virtual ID

& |
[J1 have read and provide my consent
View Documen it Information
Fig-21

After submitting user is directed to previous page where we can see that message of
“File signed successfully” is displayed on the screen with the green color and a row is
added at the bottom of the page with the detail related to document along with

download button for downloading the document. Click on download button provided
on the screen.

PPO ESign
Emp Code TASEL2805 Emp Name Mrs rp chaudhary
EPONO UK/13/31032020/34108
Remarks E5ign Status: Fil Signed Successful

Forward to Payment Trezsury H
ESigning Requests
S Mo, Batih D Requested By Sttus Refrence D Dowmload igned i
1 |U13/31030000/34108 000 Successflly Signed ESNX00L00 2000070017 Download
.
Fig-22

11. On clicking download button user is able to view the PPO that was digitally

signed earlier. As we can see that at the top of the document it is written
signature not verified thus the next step is to validate signature, in order to
validate signature kindly refer to 4.4.3 Validate Signature

Directorate Treasuries, Pension and Entitlement
23, Laxmi Road Dalanwala, Dehradun.
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Signature erified
g fﬁl

e Digitally signed by atbingh Chauhan
/‘0‘\ Reason : E-Approval
] I FMS Location: Directorate asury. Pansion and
% Entitlerment Uttarakha reasury
— Uttarakhand Date and Time: 15-07-2040 10:50:40
v o

Directorate of Treasury, Pension and Entitlement Uttarakhand
Pension/Gratuity/Pension Commutation/Family Pension Payment Order Forwarding Letter

In favour of Mrs r p chaudhary, OFFICE ASSISTANT-II, Uttarakhand Power Corporation Ltd - Kumaon Zone

To

CTO/SI.TO/TO

Mainital, Nainital

Letter No. !
Sir
Please Find Enclosed here with pension paper of Mrs r p chaudhary OFFICE ASSISTANT-
11, 743558642825 Retired/Death on 31-03-2020 00:00:00
Pension/Family Pension

Pension/Family Pension Pension/Family Pension Related with Rate of pension/Family
Order no. pension/Family pension pension
Mrs r p chaudhary Self Pension before

Commutation 46,500
Pension after
commutation 46,500

Family Pension to be paid after death of Pensioner to Mrs RAJNI CHAUDHARY or 04-MAR-2027 Rs. 46500
Relief there after Rs. 27900 to be paid Mrs RAJNI CHAUDHARY

2 mant Name Gratuity Relation Payments
cal (Gratulty) cm?:t Pombnﬁmlu%
Mrs r p chaudhary Self Total Rs. 17.95,365
Provisional Graduity Rs 0
Withheld amount Rs 0
MNet amount Rs 17,95,365
Recovery Amount -
MNet amount Rs Seventeen Lacs Ni Five Thousand Three Hundred Si Five Onl
3 F ‘Comr Cc " amount Reduced rate of Commencement date of
due to reduced pension
Total Rs. - - Commutation payments

date or After three month
of issued Payment order,
whichever is Earlier
MNet amount Rs. -
Do Dicnccc RELOGl.

Fig-23

8. After the document is e-signed by sanction treasury, user needs to continue with
generating GRD number at the payment treasury for that kindly refer to treasury user
manual-> Pension module> Generating GRD number at treasury.

4.4.3 Validate Signature

To ensure that Digital Signatures are valid when you open a PDF and verification details
appear with the signature. When Digital Signatures are validated, an icon appears in the
document message bar to indicate the signature status. Additional status details appear in
the Signatures panel and in the Signature Properties dialog box. In order to validate signature
user must download the document that is digitally signed in pdf form.

Authenticity verification confirms that the signer's certificate or its parent certificates exist in
the validator’s list of trusted identities. It also confirms whether the signing certificate is
valid based on the user's Acrobat or Reader configuration.

After the document is E-signed it is sole responsibility to verify the authenticity and integrity
whether the signed content is same as that of unsigned document or has changed after it was
signed. If content changes, user must contact Finance Data Centre.

Directorate Treasuries, Pension and Entitlement
23, Laxmi Road Dalanwala, Dehradun.
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Let us see the steps for validating signature.
1. User needs to download the document as for example we have downloaded the ka-kha
document that we e-signed earlier. We can see in the image that at the top of the

page with the question mark sign validity unknown is displaying. Thus, this piece of
document requires validating.

1S

e Uttarakhand

Validity
Treasury - 0100-Deheasun INTEGRATED T. GOL T OF UTT: Dogany 000 10:4320
VITTIVA NIYAM SANGRAH KHAND PANCH(Z) PRASTAR 444 e
PRAPATRA SANKHYA 47 — VYAY POSTING &, 22020 SH S T 14V o
WASGR HEAD - 3030-STANS AND SEGRTAATION FEES
Voumner No. Heaa Cose Crede Lroks s cer sans et eome Taames WONG TranEter Othar Out.
DDO Code Son Name Creque Tota Ded.
rare oot Ameunt
Dase - 04.JUL-2020
2033000 1003002 1020208 203358 Saerge 0 Cass vV 0 MBA 0 MBA 0 rcome Tax 2072 Royary © Veniie Arx o
s 9330031630305 30723 insumarce o Casam o Hom o Hen © MRS Amt © Moyaty ures © e At °
Treasury - 9900 - Vores TEOETS A o A 0 Mator At 0 Motor Amt Pl Lacowr A © RTIAm ]
S S ey o Gartess o Carame - 2 oty At © e At M
Treasury Ocer Cyoe Loar 0 Cyoe Amt k] S0 Outy Amt © Depe oo Ame e
Oetracen A Az o neA A a e, © 2 ame °
MG HBA 0 ASD wBA -] MLA MBA At ]
DAty Yo (04-JUL-2020) S e 0 Cass v 0 m8A 0 HBA © moome Tax 20723 Aoyamy © Vance Arc )
20723 rmcarce 0 Casam 0 Men LR L] © NP3 At 0 Royaty Wines Q MRS Amt e
TeeeTs A o A O Mastor Aret 0 Mot At L] LAt A C A Ase e
Juages 0 CarLoes 0 CarAem ° T Duy At © ream Ame °
Cyem Loan o Cyse Amt '3 0 Duty At © Dept Mo At c
MA ATY O MLA Ame L] Testng. © Jah Are o
Crargee
s vea 0 ass vmA s Ap A e )
Mo~ Touy 9330 e e 0 Cama v 0 Mo 0 MBA © rcome Tax 2T moyary O Vehice Ave e
20723 insuance o Cass w o e LR L3 S NPT At © moyany wres © = At ]
TENETS A LR O Mator Arnt 0 Motor Armt L3 aCowr Are © KT Asn =
umges 0 Carvoan 0 Carame 2 ¢ Cuty Art © rwam ame e
Cye Loan 3 Cyoe At ° S Osty Amt © Depe Aiec A o
M_A ASe O MUA At e @ © Jaa At ]
Az rea 0 AS oA ) VA DA At o
Preparea By Checked By Signature Of The Treasury Officer.........
Sqrance Signanse Treasury Oficer

Fig-24

2. User can right click on the image as can be seen in the image below, which will result
in the generation of drop down which provides the user with various options like
validate signature, view signed version and show signature properties. Here we will
click on validate signature option.
User can also click on signature panel provided at the top of the page for the same

purpose.

& Atlesst one signature has problems.

Validate Signature
View Signed Version

Show Signature Properties...

Validity
Troasuey : 0100-Dehiasun INTEGRATED FINANCIAL MANAGEMENT, GOVERNMENT OF UTTARAKKAND e 104329
VITTIYA NIYAM SANGRAN KHAND PANCH(2) FRASTAR 444 | o v f
PRAPATRA SANKHYA 47 - VYAY POSTING P 242020 Jounnt Yo 1441 x|
VACOR HEAD - D00 GTAVE AND REGATATON FEED
T e Cocn g ) 3 r 3 ET Ton TN Wi s
D00 Cote: Son Name. Crepe Total Ded.
2o NAnont
Date  D4-JUL-2020
2033031 0030021320206 K38 Samgn 0 Com v LL) 0 HeA 0 rcome Tax AT oy 0 Vetvie At
an wxms1oa- 2072 s acumn anon aven owaam ompues CmtAn
Treawry 0900~ Vones THETS AD L) 0 Moor At 0 Motor At L} 300w Amt O RTAm
Sy 0 e oy ocwiam 5w : coaan  crman
Tuacuy Ofcer Cyoe Loae 0 Cyo Amt ° 530 Duty At @ Degt Rgo Ame
owran A o wAmt . -, o annn
NGYBA 0 A HBA L} VLA MBA ARt
Ty 103 D00 e saegs SCmn [0 [0 SronTa B Roay & Wnoe A
2072 emewrce o camn onen o40n o3 At L T T
e ag ™ o v A o v ant o e o amas
R al 0 Carlomn 0 CorAet L) e Dty At § st Amt.
Cpo Loae 0 Cpoe Am L] Sip Duty At © Dupt e Ant.
MAAN 0 WAAT ° Toany © Jalam
Cnrgee
Pereny o Mo s At
b Tou 80 e TomN THA [ SrcmeTa T Ry Vet A
20723 wwnres o caun e oen o wsam camures  Cmaam
e A ) 0 Mar At 0 Vot Ant . o At oA
. 0 Cariam 0 caunmt e oy At & ramant
Cpeaan 0 CyoeAmt ] THOAR O DetResAn
A A O MANT B m & saam
AT oA DAS YA L3 VLA MDA At
Prepared By Checked By Signature Of The Traasury Officer:
Sgnanse Signatse Treasuty Offcer

Directorate Treasuries, Pension and Entitlement
23, Laxmi Road Dalanwala, Dehradun.
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3. On clicking validate signature pop up window appears on the screen as shown in the

image below. Click on signature properties provided on the window.

Validity uni n
Treasury : 0100-Dehradun INTEGRATED FINANCIAL MANAGEMENT. GOVERNMENT OF UTTARAKHAND Qutsty Pt T 7030 104329
VITTIYA NIYAM SANGRAH KHAND PANCH(2) PRASTAR 444 L oaton 9"""“"
PRAPATRA SANKHYA 47 VYAY POSTING PANJNKA KHA) - Jul-2020 enchamadal i
WAJOR WEAD - D030-0TANP AND REGHTRATION FEES
Wouher No. Heaa Cose S R oz cer zand et wCome TN WO Transie SO Dee
020 Cote Zon Name Creque Total Ded
D00 Nare Net Arourt
Date = D4-JUL-2020
20030090+ 0030021020200 %3236 Saerge 0 Cass v 0 HEA 0 HEA O rcomeTm 2072 Aoyany T Veriae Amt ]
s 0030031630308~ 07D Inausasce 0 Cusa o Hen o Her T NPT A O moyany wres © At o
Treasury - 9100 - Voea TESETS A oAS 0 Momor Amt 0 Motor Amt < Lacoer ATr 0 AT Amet <
L L~ e - 0 Car Loan 0 Car A o £ Dty At O ream At e
Treacury Oocer Cyve Loan 0 Cyoe Amt o 20 Daty Amt © Dept Asc Amt °
Detraden
LA Asv O MELA At e m S Ja A -]
<
Doty 0o (D4-AUL-2020) [
? °
TeseTs A o nTiAm °
& Signature validity is UNKNOWN. : vnw.'::" :
"' - The document has not been modified since this signature was applied. = prny .
- The signer’s identity is unknown because it has expired or is not yet valid.
MUA HBA Arvt [
Mot Totw (9530) 03050 S3emg8 G vetiie At ©
20723 indurand © MR At e
TRETS AS G AT At e
© ream ame o
© Dept Rec Ame e
© Jaa At <
_— MLA MDA At ]
Signature Properties... Close
Propared By Cheches By Signature Of The Treasury Officer
Sgnatuse Sigranse Treasury Officer

Fig-26

4. On clicking signature properties another pop up window starts appearing on the screen
as shown in the image below. Click on show signers certificate button that is provided
on the window.

Validity
Treasury - 0100-Dehradun INTEGRATED L M. T, G IT OF UTTAS > ;‘!‘Ht_s 2 E0Eh 10-43:2!
VITTIVA NI'YAM SANGRAH KHAND PANCH(2) PRASTAR-444

MAJOR HEAD :: 0030-STAMP AND REGISTRATION FEES Signature Properties

‘Voucner No. Head Coae Cneque Gross Otmer Dat.
500 Code Son Name Cheque Total Ded
500 Name Net Amount Signature validity is UNKNOWH.
‘So0300001 Du30021020200 a0s3se o4 LT Signing Time: 2020/07/14 16:20:55 +05'30' Vericie Amt T
az7s 0330021020200 20723 ind rrm Ame o
Treasury:piDo.  votsa 788675 Al R A o
Dsiradur 0BG Name Reason: Uttarakhand eatn Am: 0
Dept Rec Amt o
Dehradin Location: Dehradun aat At o
wia B At o
Dally Total (34-JUL-2020) 8083%6 S3 VE\Id\ty Summa"y |Wehicie Amt o
20723 HRR AmE 0
iy | The document has not been modified since this signature was applied. iy N
. g . . . . =t Amit o
The certifier has specified that Form Fill-in, Signing and Commenting are Dept Rec Amt o
allowed for this document. No other changes are permitted. Jat At °
MLA HBA At o
Mo ot (9330} ¢ a6530 o The signer's identity is unknown because it has expired or is not yet valid. Venicie Amt o
20723 Inf HRR AmE o
7ez67s Al Signing time is from the clock on the signer's computer. R Am: o
reatn Amt o
Signature was validated as of the signing time: pert rec At o
2020/07/14 16:20:55 +05'30" B °
MLA HEA At o
Signer Info
There were errors building the path from the signer's certificate to an issuer
Prepared By:....... certificate.
S atu
anaturs Revocation checking was not performed.
Show Signer's Certificate...
Advanced Properties... | Validate Signature | | Close

Fig-27

Directorate Treasuries, Pension and Entitlement
23, Laxmi Road Dalanwala, Dehradun.
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5. On clicking show signers certificate another pop-up window starts appearing on the
screen as shown in the image below. Click on ok button that is provided on the
window.

This dialog allows you to view the details of a certificate and its entire issuance chain. The details correspond to
Trassury : 01D0-Denradun the selected entry. Multiple issuance chains are being displayed because none of the chains were issued by a b 10-23:2

trust anchor.

SHAIOR HEAD - D030-STANE AND REGISTRATIONFEES | Show all certification paths found
eacnar Hean coss Cnague Conar oat.
500 code Sename cneque >
DDO Name = v /1% MUKESH SINGH RAWAT Summary Details Revocation Trust Policies Legal Notice
Boasto0at 330021620200 o
s oo 020200~ This certificate is not trusted. o
Tressuryipioe - wewss . o
Sereadn DB Name Trust Settings o
PR ) °
Sereadin :
3¢ Sign documents or data u o
iy Total (B4JUL2020) 1 o
o
3¢ Certify documents o
o
3¢  Execute dynamic content that is embedded in a certified E 4
document
ot o
om Toie @501 ¢ o
3 Execute high that are ina o
gh privileg, ot
certified document o
o
3¢ Perform privileged system operations (networking, E b
printing, file access, etc.
fne o
Add to Trusted Certificates...
Fraparea By:...
Signature
< >
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6. On clicking ok button another pop up window starts appearing on the screen as shown
in the image below. Click on ok button that is provided on the window.

Certificate Viewer >

This dialog allows you to view the details of a certificate and its entire issuance chain. The details correspond to
Treasury : 0100-Dehradun the selected entry. Multiple issuance chains are being displayed because none of the chains were issued by a 10:43:24
trust anchor.
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If you change the trust settings, you will need to revalidate any signatures to see the
change.
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7. On clicking ok button another pop up window starts appearing on the screen as shown
in the image below. Select all the certified document like we have done and can be
seen in the image. After selecting all the certified document. Click on ok button that

is provided on the window.

Import Contact Settings

Certificate Details
Subject: PUEESH SIMNGH RAanweaT
l=ssuer: Test C-DnaaC T

Usage: Sign transaction, Sign document

Expiration: 7/14/2020 11:24:43

Trust

& certificate used to sign a docurment must either be designated as a trust anchor or
chain up to a trust anchor in order for signature wvalidation to succeed. Rewvoccation
checking is not performed on or abowe a trust anchor.
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8. On clicking ok button another pop up window starts appearing on the screen as shown
in the image below. Click on validate signature button that is provided on the window.

Treasury : 0100-Dehradun INTEGRATED T, o T OF UTTARAKHAND
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9. On clicking validate signature we can see on the same document now at the top do the
page signature valid starts appearing along with question mark is changed to right sign
also details related to sign is update as can be seen in the image below.

Signature val
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